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Preface

Man’s mind, once gstetched by a newdea, neverregains its original
dimensions.

—Oliver Wendell Holmes

On 2 luly 1994, Lt Gen Chares E. Frarklin, Commander of Electonic Systens
Certer (ESC) decded t was tme to denonstrate the pewvasive power of command,
control, communications, computers, intelligence, surveillance, and reconnaissance
(C4ISR) to decsion makers, warriors, dewelopers ard indudry. His only direcion to his
teamwas,“be innovative.” The pioblem was o one at ESC, or within the Air Force for
that matter, had ewer seenthe latest C4ISR systens ard prototypesoperating togeter.
Fortunately, there wee same bright minds at ESC ard MITRE (a federly funded
reseach ard dewelopmert certer), in industy, ard in the warfighting community. They
had beenwaiting for the gppartunity to lash it al together ard see what it could da While
far from bringing the ertire spectum of C4ISR techology together, they did make
enormous strides in realizing their goal.

By leveraging the asset ard talents o the varied agarizatons, the five temporary
battle labs (nicknamed Fort Frarklin) ard the pemarent Command and Control Unified
Battlespace Bvironmert (CUBE) beganto reshape he waywe harnesstecology ard
ideas, and create C4ISR capability. They have dso given new insights into conqueing

the elusive goal of information superiority.
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The philosophy of the kettle kb is simple—provide a phce wlkere wafighters,
dewelopers, ard indugry canwork together. Air Force kadeship quckly gragped the
value of thisteamard setout to creae sk labs. The clallenge fachg themis how to make
it work.

The purpose of this paperis to offer suggesions for developing ard implementing the
battle labs. It will synthesize the thoughs of visonary leadership and literature to
deermine the essetial elenerts for success. Failure to addesseachof theseelermerts
will doom the battle lab to becoming another stovepiped process, prime for the chopping
block.

The ettle lab concept has keen successfl becauseof its ahlity to facilit ate
cooperation and minmize parochial interests. Hopefully, planners and leaders will use this

same philosophy in the creation of the Air Force Battle Lab.
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Abstract

To ensure information supeiority for warfighters in the 21 century, the Air Force
needs to develop and implement a command and control battle lab. This facility must
rapidly integrate new command, control, communications, computers, intelligence,
survelllance, and reconnaissance (C4ISR) technologies, doctrine, and concepts of
operations into the joint warfighting arseral. Air Force leadeshp has takena critical first
step ly deining information superority as a coe competercy. The rext phase $ to
determine a strategy for its execuion. Our curent acqusition systemis woefully lacking
in its ability to obtain technology. Equdly lacking is the warfighter’s ability to modify
doctrine ard orgarizatons to best exploit the technology. A promising solution is the
battlefield laboratory, or bettle lab. The phlosgphy of a kettle kb is to creak a place
where warfighters, deweopers, ard industy come together to evaluat, integrate, ard
appl technology. There are ongoing atempts to creae this synergistic trinity, but the
optimal combination has not been achieved. This paper will identify the critical elements
of a kettle kb, propose a pototype stucture, ard addess major obstaclkesto its success.
Becauseittle has keenwritten on battle lab operations, much of the reseach material was
derived from interviews with visionary military and civilian leaders, and with personnel
involvedin ongoing battle lab projects. Literature was eviewed fom saurces suctas te
Air Force Sientific Advisary Board ard the Advanced Batlespacelnformation Task

Force.



Chapter 1

Inf ormation Supeiority

Information will becomea prominent,if not predominant,part of war to
the extent that kole wars may well revolve around seizing or
manipulation of the enemy’s datasphere.

—Colonel (Ret) John Warden

Introduction

Problem Definition

Titanic forces lByond its cattrol are slaking the Deparment of Defense to its very
core. Geopolitical urrest, falling domestic suppat, mission creep,ard rapid canmercial
technological innovation are severely challenging the ability of military planners,
developes, and warriors to adgpt. Equdly frudrating to the military command structure
is the fourth dimension, cyberspace,which is redeining force structure and operations.
How do future warriors gan ard sustain information supeiority? How do they rapidly
obtain ard fusechargesin techology with innovative doctrine ard tacics? Battle labs
may offer the solution.

Since the concept of battle labs is evolving, and current facilit ies exist in a number of
configurations, the definition of “battle lab” is not a Smple one. In generd, it is a place
where personnel canexpetiment with new techology, doctrine, tactcs, techmiques,ard

procedures. It is rapidly adgptable, open to innovation, and facilit ates cooperation and



synergy among experimenters. The produd is new military capability for the warfighter.
For the purposes of this paper, command and control is the ability to observe, plan, and
direct operations. It is eraded by command, control, communicaions, computers,
intellig ence, surveillance, and reconnaissance (C41SR) technology, concepts of operations,
and organizations.

The Air Force has taken a old sep n appoving the creaion of six battle lab
facilities. The challenge is implementing them effectively. This pgper will describe factors
which have led to the need for battle labs and how they will be used. From interviews
with visionaries ard reviews d recet literature, it will id entify the critical ements for the
formation ard operations of a lkettle kb ard canclude with a recanmended caurse of

action.

Interviews

The following visionaries from the warfighter, developer, and indugry communities
were interviewed for their insights into battle lab creation:

1. Lieutenant Gerera (Ret) Charles E Frarklin, Vice Resdert, Program ard
Missbn Success,Sanders Cap., former Commander, Electronic Systens Cerer
(ESC)

. Mr. JohnM. Gilligan, Program Executive Officer, Battle Management

N

3. Mr. James W. Henderson, President, Analytical Systems Engineering Corporation

4. The Honorable Arthur L. Money, Assbtart Secretary of the Airr Force
(Acquisition)

o

. Mr. Robert Neshit, Vice President Center for Integrated Inteligence Systems,
MITRE Corporation, member of the Defense Science Board

7. Admiral (Ret) William A. Owens, Presdent and Chief Operations Officer and Vice
Chairman of the Board, Science Applications International Corp. (SAIC), former
Vice Chairman, Joint Chiefs of Staff

8. Brigadier General (Sel) Wilbert D. Pearson, Vice Commander, ESC

9. Lieutenant General Joseph J. Redden, Commander, Air University

10Major Genera (Ret) Robert A. Rosenberg, Executive Vice President, SAIC,

former member of the Air Force Scientific Advisory Board

Brigadier General David A. Nagy, Mission Area Director, Information Dominance



Today’s Environment

Joint Vision 2010

Joint Msion 2010 isa landmak documet setting the stage for future joint
operations. While information has ailvays beenindispersabie o the warrior, Joint Mision
2010has phcedt in a peeninert paosition on which al operations must depewl. The rew
concept of operations is defned by dominant maneuver, precsion ergagenent, focused
logistics, and full dimensional protection. All four concepts rely upon the ability to
callect, process, dissennate, dery, ard exloit information while operating without
interruption...information supeiority.  Information supeiority will enable enhanced
command and control (C2), fused intelligence, dominant awareness, and offensve and
defensive information warfare! Joint Msion 2010 isa rallying point behind which the

services can build cooperation and unify operations.

Global Engagement

In response to Joint Msion 2010,the Army has releasedArmy Msion 2010 the Navy,
Forward from the Seahe Maiines, Sea Dagon ard the Air Force, Global Engagement
Global Engagemenis a revolutionary counterpatt to Joint Msion 2010. It is thrusting the
Air Force awayfrom its phtform/specalist mentality and into the ream of heightered
cooperation, new techology, and innovative conceps of opertons (CONOFS).
Secretary of the Air Force Dr. Sheila Widnall ard Air Force chef of staff Gen Ronad
Fogleman have defned the Air Force’s cae competercies as aiard space supanity,
global attack, rapid mability, precison engagement, information supeiority, and agile

combat suppat. The key elenmerts to this “atemative to clasic warfare” are acqusition



reform, exploitation of information technology, and madding and smulation. Finally,

Global Engagementiteratedhewarfighter's dependence on information superidfity.

Vulnerabilities

While future warfare is dgpendent on information superiority, such supeiority may be
much more elusive than ary of the aher core competercies. A recet RAND study
pointed to severa pitfalls in the quest. Of note, engaging too early in the information
revolution may make a caintry vulnerale to prevous orms o warfare. Additionaly, the
definition of information superiority will vary dramatically by the type of conflict. Info-
war attacks may be difficult aganst a tird world opponent who depens ittle o
information technologies.

The Advanced Battlespace Information Sytem (ABIS) Task Force Repot
enphaszed that indugry, not the DOD, is now the driving force behind information
technology. Becausetiis commercialy built ard sdd on the openmarket, the tecinology
is more freely available © our adwersaries. Furthermore, these adersaries ae improving
their technical capatilities, thereby forcing the US to assimilate technology faster to stay
ahead. This assmilation involves not only buying high tech systems but also restructuring
ard implementing new orgarizatons, CONOPS ad tactics, tecmiques ard procedues
(TTP) to optimize heir peformance! An often cited exanple d this revolution in
military affairs (RMA) is the German modification of organizations and tactics of tank and
aircraft warfare o creae the Bitzkrieg® Mr. Neslit stated, “Information warfare is not a
function of technology, it is totally people centric. How fast and well the people learn,

adapt, and invent will dictate how successil they are”® This is exacebated in caalition



environments where equipment and missions vary dramatically. The adgptability and
flexibility of people and systems will be critical to proficient and effectual operations.

In summay, information and information technologies have become the quintessential
element on the battlefield. The ability of a military to take advantage of commercial off-
the-shelf (COTS) technology, and to change organizations, doctrine, and TTP will define
its successrofuture battlefields. The keyto ary sdution is breaking dowvn the barriers to
charge anl creaing a syergistic ervironmert for paticiparts. A command ard control
battle lab brings togeter warfighters, dewelopers, ard indudry to asess, acquie,
expeiment, test, and integrate new information capability into the warfighting arsenal

rapidly!

Notes

! Joint Vision 20101996, 11,12,15.

? Global EngagementA Vision for the 21st Century Air Force, 1996, 1,3,17,23.

*RAND Issue Paer, Information War and the Air Force: Wave of the Future?
Current Fad? Mar 1996, 3,11.

“Joint Chiefs of Staff, Director of Command, Control, Communications, and
ComputersDirecior, Defense Reseath ard Engineeing.. Advanced Battlespace
Information Systerfiask Force Report, Executive Summary, Volum#lay 96, ES-5.

°FitzSimonds and van Tol, “Revolutions in Milit ary Affairs,” Joint Force Quarerly,
Spring 1994, 2.

®Mr. Robert Nesbit, MITRE Corp., interviewed by auth@8g Nov 96.



Chapter 2

Battle Labs

We mug gettechnologyto the varfighters in the sme genetion that it is
conceptualized.

—The Honorable Arthur L. Money

Visionaries

Leadership

For smplicity, paticipants in the battle lab process fall into three groups
Warfighters, dewelopers, ard indudry. Warfighters creae requirements, fund programs,
adwcate developmert, ard operate the systens. They are respansible for maintenance,
operational testing, ard the dewlopment of doctrine, TTP, ard training. Dewelopers
conduct reseach ard development, complete saurce sekctions and contract awad,
monitor contract compliance, ard delver the systens. They creae the overal logistics
plan conduct deweopmerntal testing, ard are respansible for techical integration,
interoperability, and architecture and sandard compliance. Indudry has two branches to
its operations. In the first, it takes military requirements and creates the most effective
system possble whle eaning a pofit for their investors. In the secand, it develops new
systens 0 satsfy commerciad ard government needs wihout spediic drection from

either.



Following are the thougtts of leades from the three communities. While eachbrings
adifferent perspective to the challenge of fielding capaility, they are united in their belief
that a kettle b may offer the sdution. From the wafighter viewpant, Gen Redden
descibes the needfor a unfying efort to tie together the joint battlefield. There slould
be an ahility to evaluae new concepts or technology, condud tradeoffs, and understand
the impacts to doctrine, TTP, and current capabilities. He believes a distributed battle lab
would enable this urification. According to Gen Frarklin, a dewloper, the tettle kb is
where warfighters, developers, and indudry break down the incompatibilit y of technology
and acquisition timelines® Speaking from an industy peispecive, Mr. Herderson
observes “The battle kb is anexcelent vehicle to educae pemle outside the DOD, such
as n the pditical ard cvic canmunities. Prior to Fort Frarklin (battle lab) there was no
way to lash things together and show people the full spectrum and importance of C2. It
alows systens o be wrung out before fielding ard providesa more cost effecive method
to deweop, test, ard train. By combining the R&D (Reseach ard Developmert) ard
warfighting canmunities, it assues systens produced ag in concett with warfighter

needs.?

Literature

There have also beena rumber of studies hat eclo the remarks of the visionary
leades. The Air Force Sientific Advisary Board (SAB) Vision of Aerogpace Command
and Qntrol For the 218 Century characterized he reed br a deelopmen ergine that
would provide a platform to assess ahworkout operational problems, dewelop canceps
of operations ard doctrine, ard assess ew threas. Likewise, the dewlopmert ergine

would became the core of acqusition reform by providing anergineeing ard integration



suppat fadlity, a platform for modding the joint environment, a means of completing test
ard ewluaion throughout dewelopment, a phce b perform value deérmination

assessments and source selections, and a means to participate in éxercises.

Air Force Battle Labs

While there have beensewera attempts to develop anAir Force lzttle lab, the ltest
enphags wasinitiated by anadmral. In April 1995,ADM William Owens, vice chairman
of the Jant Chiefs of Staff, visited the Fort Frarklin battle kb ercanpmernt at Harscom
AFB, MA. Liking what he saw, he directed that at the next encanpment in Septenter
1995, the Army ard Air Force lring together their theaer missile defense cels for
interoperability testing. In September, ADM Owens brought the Joint Requirements
Oversight Courcil (JROC)to obsewre the resuts. GenThomas Marman, Air Force vce
chief of staff, was e d the JROC rambers. He quckly grasped the potential of a
battle lab and upan his return directed the initiation of an implementation study. At three
consecuive meeings of CORONA Air Force ur-star gererals reviewed coceps ard
information conceming battle lab creaion ard operations. At the 1996 Spng CORONA,
a phn for five battle labs was appoved, with a skth joining the list weeks akr the
meeing. They are 0 be located atAir Force certers of excelence with their missons or
emphass as follows: Information Warfare, Battlefield Management/Command and
Control, Air Expedtionary Force, Unmanned Aerial Vehcle, Space Warfare, ard Force
Projecion. Their pumpose, as deined in Global Engagement,s to experiment, test,

exercise, ard evaluate CONOFS ard explore ideas ad foster innovative tectmology.”



Planning for the labs is well underway, with initial operating dates for three of the labs of 1
April 1997.

Leades have agreed hat the kettle lab concept offers a great opportunity for
integrating tecnology with operations. Pa$ ard ongoing efforts are making strides
toward acheving that goal. The clallenge s to lean from theseefforts, integrate their
capabilities, and leverage available people and fecilities to best operate the AFBLs. A
number of options for the labs have been proposed, suchas &b nodes n industy ard
product certers; or at operational wings aml eercises;or in laboratories aul uriversities;
or entirely distributed. The solution can only be delermined by identifying the vital

elements of a potent battle lab.

Notes

Lt Gen Joseph J. Redden, Air University, Maxwel AFB, AL, interviewed by author,
26 Nov 96.
’Lt Gen (Ret) Charles E. Franklin, Sanders Co., interviewed by author, 15 Nov 96.
*Mr. James W. Henderson, ASEC, interviewed by author, 8 Nov 96.
*Air Force Scientific Advisory Board, C4l Vison of Aeropace @mmand and
Control For the 21st Centur§6, Summer 1996, 9-12.
*Air Force,Global EngagementA Vision for the 21st Century Air Force, 1996, 9.



Chapter 3

A Case Study

This is an unprecedented capability the DOD needs on a permanent basis.
—Admiral William Owens (to the JROC while attending Fort Franklin V)

The best place b start in idertifying ciitical elererts is to exanine pastefforts.
Perhaps the most successfl large scak @eration is the Fort Frarklin seres, ard its
pemarert counterpatt, the Command ard Cantrol Unified Batlespace Bvironmert

(CUBE). Though far from perfect, they offer a framework to build upon.

Fort Franklin

Background

The Hrst Fort Frarklin (FFI) started as a @ce b denonstrate the value ard power of
C4ISR. It grew from 20 adonomous systernrs to hundreds of interoperable systens with
worldwide canecivity. The fifth fort (FFV) succesfully concluded @erations in Augug
1997. In al, the Fort series has accamplished over 300 first-ever expeliments ard
educated over 10,000 visitor§he question is why has it flourished?

The Fort/CUBE strength lies in pe@le ard hardware. Electronic Systens Celter
(ESQ isthe CAl certer of excelence or the Air Force. With over 10,000 enployeesard

a ludgetjug under four billio n ddlars, ESC has considerable leverage in comhbining the

10



latest concept and technologies nto a realstic canfiguration. For exanple, in FFIV, an
AOC, Wing Opeations Certer (WOC), information warfare cel, ard Army ard Air Force
theaer missie defense cels were brough together to conduct expelimentation. At sea,
the USS LaSdle (in the Medterranear), the USS America (n the Atlantic), ard the USS
Kittyhawk (in the Pacific) paticipated. Each of the facilities a& FFIV could not tak

directy to one arother, but instead weh through a mnimum of two tacical microwave
links. The AOC and WOC communicated through the reachback facility in Hawaii.

Though many of the nore than 160 ystens brougtt in from labs, indudry, ard the field
were nat designed to be interoperable, innovative systems engineering resulted in
successful operations. For the first time, Air Tasking Order (ATO) databases were
trarsferred ekctonicaly to ard from ships atsea. Army ard Air Force theaer missle
defense cels integrated operations ard leveraged df eachother’s stengths. Finally, a
systemoriginally desgnedto suppat farmers plarting crops wasmodified © alert troops
of an impending missile attack within two minutes of detection.

One of the FFV experiments was a new facility called Forward Falcon. At Aviano
AB, Italy, a crack team of junior officers had created an integrated operationg/intellig ence
cell. Their next challenge was to make it mobile. Working with ESC technical experts, a
preliminary design was created. While the Aviano daff worked the operational
requirements, the CUBHFort/industy teamcreaed he tecmical sdution. Four months
later the first prototype was successly unveiled at FFV. By working closely together,
warfighters, developers, ard indudry were alle to come up wih not only new technology;,

but new ways of using it in the field’hey did it rapidly, effectively, and at minimal cost.

11



The CUBE

The CUBE builds an the Fort Frarklin experierce ty creaing a pemarert seting. Its
primary roles are research and technical assessments, integration and interoperability
testing, and contingercy ard exercise suppat. Its first project cane asa result of a
meeing with Lt GenFrarklin, ESC canmander, ard Maj GenHornberg, director of the
Combined AOC (CAQC) in Vicerea, Italy. GenHornberg ard his ingenous staff had
brought the latest systems from around the globe to gve the CAOC urpaaleled
capability. Unfortunetely, becausethere was o overarching architecure o stardards
between the systems, and few technical experts, interoperability, configuration control,
ard sppatahlity were difficult. Additionally, capabilities such as the Joint STARS
ground picture were not obtainable.

The CUBE was set up in a former Army Reserve drill hall and functionally configured
to represem the CAOC. Although many of the joint ard caalition systens wee
unavailable, erough functionality was acleved to addess bhe nmgjor issues. Adding to
ESC ard MITRE expettise, Air Natonal Guad, Air Force Reseve, ard contracior help
was efisted. With a pioritized Ist of 28 deiciercies,the CUBEgroup sem a number of
teans to Italy to instal fixes aml document the curent configuraton. Ower the
succeedig months the list of 28 wee either closed a integrated nto ongoing programs.
CAOC pesonnel were so pleased hey offered the CUBE office spacedr a full time
liaison.  After studying the CAOC and CUBE, Gen Rosenberg recommended to the
Secretary of Defense that, “the CUBE efforts should be used as a model for the'future.”

Besdes contingercy operations, the CUBE is ergaged m conducing a munmber of

experiments to include canmon operational picture tradedfs, evaluatons d information

12



warfare piotecton guads, ard global broadcasing options. The resuks are directy
benefiting program development and operational capability. To facilit ate cooperation with
industy, they have radicaly altered Cooperative Researh ard Developmert Agreenerts
(CRDAs). These m-cost agreenerts, which in the pasttypicaly took from six to twelve
months to complete, are now routinely established in under a week.

Encouragedby their successgESC has traded wih the Army Reseve t obtain the
CUBE building pemarertly ard is integrating its more than 100 R&.D laboratories into
the building. The facility will be configured to alow for full scale integration testing while
retaining separate labs for individual systens work. Funding of the five Forts ard the
CUBE has largely come from directing program office asset towards innovative
technology ard appication improvements. Experses br pemarert staff ard non-program
speciic expeliments are deiived from ESC overhead ad warighter contributions.
Indudry, seeing the benefit of being mare closely involved with military development and
operations, is paticipaing at its own experse. Reaizing the kenefits of cooperation,
CUBE ard Reseve pesonnd have also estblished 20 esewe pcsitions, with an
additional 20 positions in work.

While the cost of the facilities to the taxpayer is negligible, formal funding is
mandatory for continuity of the staff ard to conduct exensive adwanced ppjects. As Mr.
Gillig an stated, “They (battle labs) are not cheap to operate; we don’'t want them to drain
money away from formal acqusition. There ae other placesto obtain money from the
outside. For instarce, the “Joint Forces Ar Componert Commander (JFACC) After
Next” initiative has more money thanthe erire Theaer Battle Maragenent Core Systens

(TBMCS) program.?

13



Joint Msion 2010 ad Global Engagementhighlight the importance of people.
Setting up fecilities is relatively simple, but obtaining expertise is not. The Hanscom team
succeeds wdn they stay within the ream of C4ISR R&D. They are less successfl as
they appioachfull scaé gperations becausetiey lack he expettise. Althoughwarfighters
are avallable in limited experiments, there is no continud presence, ether localy or
remotely. Additionally, techmologies ata piooduct cerier are gerraly hardware ard
software prototypes with limited availability. This bare bones approach works well for
rapid adapgtion and charge hut is lacking for full scaké integration into operations. A
follow-on facility is required to transition mé&ure technologies and ideas into full scale
operations. Lastly, ESC's expertise lies in C4ISR technology. Since this is only one
component of the warfighting arsenal, additional facilities and expertise are required for

other mission areas.

Notes

'Maj Gen(Ret)RobertA. Rosenberg, SAIC, interviewed by author, 10 Dec 96.
Mr. John M. Gillig an, Program Executive Officer for Battle Management, Pentagon,
Wash DC, interviewed by author, 13 Dec 96.
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Chapter 4

Creating A Battle Lab

The Battle Lab isa place wmere opertional and development communities
come together and leverage off each other’s strengths.

—Mr. Gilligan

Thus far this study has expressed the reed or battle labs, discussed their uses ard
presented a successful case sudy. This chapter will coalesce the previous discussion to
outline the critical elements essential to building a successful battle lab. 1t will not attempt
to draw conclusions but will in stead present possible aternatives. The chapter will close
with seweral challenges b overcome in implementing the battle lab effecively. The critical

elements for a battle lab are manning, location, operations, and process.

Critical Elements

Manning
The battle labswill be a failure if they dont include all the playex
Opemators, technologits, acquistion, and indug'y mus get in same and
box and overcome the acquisition process by working together.
—Gen Rosenberg
Manning is not necessarily who should be residing in the facility, but who should be

active paticiparts ard owners of the kettle lab. The ABIS task force shated, “Together

operational ard tecmical communitiesare capale of making better judgmerts than either

15



is alone” Continual interacton creaes a srmoother trarsition from concept to
implementation, suppat, ard training. It coordinates plaming, architecture, integration,
ard ewaluaton. Opertors focus cn CONORS ard training, while R&D looks to eraling
technologies and acquisition reform.

Not only is it critical to teamacqusition ard operator peisonnel, but doctrine ard
indudry represertation is equaly vital. Gen Redden de<ribed the citical need or a
patnership with acqusition ard for doctrine peisonne to lead he agarizaion.” Gen
Franklin added that indudry is spending millions on maketing that could be better spent
working in a beattle lab.®> Discussig his recen expetierces n industy, Admiral Owers
concluded, “The battle lab needs to ge the civilian contractors involved as quickly as
possible. There's alot gaing on out in the civilian world we don’'t know about. People in
the Fentagan sayplacesike DARPA ard laboratories doknow, but from my expelierce, |

don't believe it.*

Location

Thelab mug be distributed. It will becometotally irrelevant if it is self-
contained.

—Gen Rosenberg

Location could be afacility, a network of facilit ies, or a moving target that moves as
the cawcept of techmology matures. Gererally, the expeits agreed the AFBL must
leverage the strengths of eachorgarizaton in a dstributed canfiguration. Gen Redden
insisted keepig the labs sepasate would sbveppe te peple ard their specalties ard
would inhibit the creation of comprehensive battlefield modds.> GenNagy ecloed these

sertiments, stating that four labs direcly affect ard use mformation. Integration is
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essetia to prevert stovepping ard achieve the bg picture of operations.® Mr. Nesht
addeda uniqueperspecive, “The notion of a pemarert battle lab turns down the actvity
level. You realy need anexercise lke Fort Frarklin to keep hings noving. Making it
pemarert sanehow destoys the gperations tempo. It has to replicate the ad hoc nature

of quickly putting C3I together in real joint task forsguations.”

Operations
Rank is inversely proportional to innovation.
—ADM Owens and LGenFranklin

Opemtions is brokeninto misson, orgarizaton, ard infrastucture. The operations of
a paticular node wauld be dictated ty the locaion’s expettise, personnel, and systens.
While most of the interviews and documentation did not ge into specifics, they did
provide valualde insights on the focus of individual nodes topcover, ard to whom the
AFBLs should report.

Misson. The misson of the overal battle kb has keendescibed at length. The
mission of the individualnodeswould be highly depewlert on their area d expettise. Gen
Pearson stated it clearly, “Battle labs will fail if they focus too broadly or on other
missons. For exanple, if Rome (laloratory) is focusing on operations ard Hurdburt (Blue
Flag) is focusing on reseach...then the labs would fail.”® Gen Rosenbeag added, “New
technology should be introduced ad execued at the CUBE while simultanecusly
Hurlburt should be seemng it on their scieers am looking at the CONOFS. Virtual
exercises shuld be conducted by tying together the joint sewvices n mgjor theaers. If

they like what they see,then implement it...like JBS(Joint BroadcastService) in Bosnia
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Metrics ae abo mandatory to report successni terms of objecives, goals, timelines, ard
accomplishments’”

Organization. In this area, the interviewees wee concemed with insuring the right
information madeiit to the right levels and freedom to experiment prevailed. Gen Franklin,
Gen Rosenberg, and ADM Owens dl agreed that four-star visibility was required. Gen
Frarklin believes the battle lab should report directy to the VCJCSard be respasive to
the CINCs. This would give it the ability to reachacross te sevices ad be directy in
ture to warfighter needsthroughthe CINCs. GenRoserberg siated that the Army battle
labs get their topcover by being gponsored by chief of saff of the Army. He siggesed
labs report to the Air Combet Command Commander, as he is directly tied to a
warfighting CINC.'® Along smilar lines of thought, ADM Owens stated, “Keep
information inside the cauncil of four stars...they are much more opento innovation if the
experimentation is not continudly scrutinized. During my vsits with the CINCs, | would
have four star-only meeings...l found the gemrals becane radicaly innovative ard
agreeable to changé'”

Finally, Mr. Gilligan cautioned that bettle labs could become hobby shops where
senior leadership will see the latest technology and want it immediately. The result is
changing schedules, funding, and possibly contracts.  Often interoperability and
compliance with cumrent systens am architecture ae abo at risk. He insisted AF/XOC
(Directorate of Command and Control) interaction with the C4 community is mandaory
to provide consistent directidh.

Infradructure. Infrastucture involves canmunicatons, systens, ard a functional

layout that best leverages the people and capabilities of the individud nodes. Locations
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suchasthe 505h Command ard Control Evaluaton Group (G05CCEG) at Hurlburt AFB,
where most Blue Flag exercisesare pamed ard canducted, would have a lbrge testbed
correspanding to its misson ard resaurces. Other locaions, like the Vicerza CAOC,
could usetheir operational configuration. Gen Peaison descibed a dstributed network

where operations, development, and research battle labs each contributed their &pertise.

Process

Unless there isa forcing function to feld capability,they {he battle labk
can become a hobby shop.

—Gen Redden

The final ard nost difficult elerrert is dewloping an operating process.The SAB
Vision of Aerogpace @mmand and @ntrol For the 21s Century recanmended a spal
C2 development process which fosters competition and innovations, techndogy pus and
requirements pul, ard patnership with warfighters, dewelopers, ard indudry. They
suggesed greamliring the requirements/funding process by consolidating C2 mission need
statenmerts ard budges and deweloping methods ard tools (a dewelopmert ergine) to
evaluae new capability. The process must rapidly select technology, field common C2
across the Air Force, and continually evaluate doctrine and“TTP.

While interviewees were in ageenert with various canponerts of the SAB
recanmendations, none tied together the ertire model of technology, doctrine, ard
acqusition. Their comments have beendivided nto the four categaies of boards, the
spiral model, requirements, and other.

Boards. Boards ae review goups hat overseethe operations of the battle lab.

Warfighting members must represent the operational community with a single voice on
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what is neededn the field. They must be readyto re-prioritize heir requirements if battle
lab expetiments ae appoved aml acceptd. Dewelopers must fully understand the
operational needs,ard given the wafighter appioval, ater program deweopment ard
funding plars. While al of the gptions presemed for a rew processinvolve boards, the
following two options dfer possble sdutions. Gen Peaison recanmends caisolidaing
funds n mgor missbn areas ad providing that money to Specal Program Offices
(SPOs). The $Os wauld seach for promising tecmologies aul conceps. If initial
evaluations were successfl, the SPOs would presen a recanmendaion to an oversight
board for appoval to adug requirements ard funding. The board would be compaosed of
major command and Pertagm daffs ard chaired by ESC/CC. Its purmpaose would be to
involve warfighters in the development process, minimize hobby shopping, and allow for
rapid program modifications.

An AFBL plaming ard execuion proces briefing suggesed that an orgarization
within Air Combat Command would canvene an acion group to review proposals. The
results would be forwarded b a @ Gerera Officer Steeing Group (GOSG) If the
GOSG «lecs to proceed wih project evaluaton, it would direct the 505CCHE5 to
coordinate ard execue it. Once the poject is complete, the 505CCHEs would forward
resultsto C2 GOS5. The GOS5 would deermine whether to fund ard field, incorporate
into ongoing programs, conduct further study, or drop the proposal.

Spiral Modd. The spral model concept incrementally dewelops, tests, ard fields
technology. As capability is released to the warfighter and the requirements become better
defined, additional capability is developed and released. By taking the development in

small chunks, programs are nore easly adapéble to charges n requirements, funding, ard
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technology, while the warfighter gets capability to the field faster. Mr. Money believes the
spiral modd will get the acquisition cycle inside the technical cycle. It garts with the 80%
solution, identifies and méaches promising technology with requirements, testsit early, and
gets warfightefeedback.’

Requirements. While the spiral modd may overcome immaure or incomplete
requirements, they are still developed in a constrained forum. In the case of C2, operators
need a @ce b look at the ertire spectum of capaliit ies, from systems in work to those
alreadyfielded. Seenas a whble, requirements canthen be effectively evaluated ard
deweoped. GenFrarklin offered the following exanple: “Let's saywe reed b invest $1
billio n next year. Lay out an operationa configuration in the battle lab of existing and
deweloping systernrs ard ewaluate themaganst today s doctrine. The results would give a
new perspecive on what is needed bcause ow you see ti al working together rather
than in pieces. New sytens wauld drop out dueto redurdarcies or better alternatives,
ard holes would became appaent.”*® Mr. Herderson added tat ary charges b systerrs,
requirements, or operations must comply with the Global Command and Control System
(GCCS). The battle lab is ideal for validating compliaride.

Other. Currently, individualsubsystems are dewloped b suppat a function, suchas
targeting for an AOC. This single function mentality creates interoperability challenges
with other sub-systems and functions and only allows incremental improvements. While
there will always be a need to develop individud systems to suppat critical operational
needs,there should be a perodic evaluaion ard possble reinvention of operations as a
whole. ADM Owers suggess asembling a eamto experiment with new orgarizaions,

doctrine, ard conceps.®® Their missbn could be taking the best pieces & industy,
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laboratories, product certers, and major commands, ard puting together an ertirely new
form of operations certer. The rew configuration would be tested e\ery yearat a future
flag exercise. After eachyealy iteration it would be modified, thrown out, or improved,
ard in the fifth yearit would be fielded. Why five yeais? The five year petiod allows for
more continuity ard robusiness n the operationa amd tecmical desgn, is more
ecanomical than revamping operations amualy, ard providesanyple time for budgetng.
It also alows test, logistics, ard training tails to keep paceand does not overwhelm
warfighters with continud change The concept is smilar to aspects of the JFACC After
Next program. Howewer, it would draw on integrated Air Force talent ard leadeshp,
would be an ongoing expeiiment within the R&D proces, ard would not cost $100

million a copy!

Obstacles

Mog revolutionay ideas will be oppogd by a majaty of decison
makers.

—New World Vistas Air and Space Power for the 21st Century

Before concluding, a comment must be made about obstacles to implementation. The
most prevalert one is a lack d understanding, leadng to fearand oversimplificaion. By
failing to comprehend the issues, concerns, requirements, and missions of eachof the
players, enormous misrug has developed. The result is excessive oversight, criticism, and
paranoia alout roles ard missions of individual organzaions. Consequetly, players are
kept separate, leadership is timid, sovepiped systems are developed, and the acquisition
ard testing processbecamnes slow ard tedious. Fear of failure not only preverts a

Numbered Ar Force fom expermenting with a rew techology or conceps in an

22



exercise, but also creakes ammosity ard mistrust betweendifferent R&D and acqusition
entities.

The secad nemesis is oversimplificaion of the mssbon amd operations of each
organzation. Warfighters feel they can conduct dewelopmert better than dewelopers.
Dewelopers believe doctrine ard training canbe accanplished at R&D fadlities. Many
believe that COTS cansdve al the goerational woes anl new techologies canbe freely
insetedinto the exsting infrastucture, regardless d architecture ard stardards. They are
also under the misconception that by pouring maney into a facility they can create an
operational or techical brain trust Thesethoughts camot be farther from the truth. In
todays ervironmert the Air Force camot afford eges, patmnoia, or ignorance. It must
take adwantageof available asse$ ard expettise ard leverage them to produce he nost
effective configuration for the AFBL. The AFBL is intended b break davn the karriers

by encouraging communication and cooperation between its members.
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Chapter 5

Recommendati ons

and Conclusion

The final chapter will attempt to synthesize thouglts of interviewees, literature, and

personal expelierce © recanmend a cairse d acion. Reconmendatons are arganzed

under their corresponding critical elements and summarized in Table 1.

Table 1. Recommendations

Critical
Elements Recommendation Justification
Manning -Warfighters, Developers -Without a unified team, new stovepipes
Industry, et. al. would be created and synergy lost.
Location -Single command and contro] -Takes advantage of existing facilities,
battle lab core with distributedexpertise, and distributed comi8ingle
centers of expertise battle lab reduces tendency for stovepipes
and increases cooperation among nodes.
Operations
- Mission -Dictated by node expertise. | -Nodes contribute their area of expertise.

- Organization

- Infrastructure

Process

-Missions organized around
Joint Vision 2010 CONOPS

-Nodes organize around theif

abilities.
-AFBL should report to Air
Force vice chief of staff

-Dictated by node resources
-Provide limited O&M funds
and network

-Unify three processes leadir
to military capability

-Joint Visionfocuses the AFBL on what it

brings to the joint fight and forms the

foundation for cooperation

-Leverages node expertise and facilitates

innovation

-Vice chief provides overall topcover,

encourages cooperation, and supports his

efforts in JROC & guiding Air Force

-Nodes should leverage capabilities, but

some funds and connectivity are required

experimentation and continuity

g To be effective, the AFBL must rapidly
mesh development, application and
integration processes.
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Critical Elements

Manning

Ore of the few areascompletely agreed upo by eachsaurce was he cantribution
made ty al players. While the phyers cancontribute innovative ideasin technology ard
TTP, eachhas a umque aea d expettise. Warfighters pcssess perational experierce ard
knowledge, laboratories ard indudry bring leadng edge é¢chology ard ideas ard
product certers provide swtens, architecture, ard acqusition expettise. Isolating one
group, or a set of players, would lead b the type d development in techmology ard TTP
that we ae row expeiiercing—inefficiert ard ineffective sbveppes. An effecive kb

breaks down barriers, rather than creating new ones.

Location

The arsweris simple—everywhere. The Internet' s successsidelived from providing
an erormous anourt of information ard interacion in a imely, userfrierdly format to
everyone. How does t do this? It alows paticiparts to operate from their ceners of
expettise, whether these le homes, offices, or the field. During Base Reainmert ard
Closure (BRAC), there wasan attempt to move R&D centers closer to their warfighting
courterpaits. While this goal was adrnralde, it wasdetermined certers of expettise only
thrive in the environment that created and sudains them. A brain trug such as Silicon
Valley or the caridor around Boston camot be attificially creaed. Equaly true, an
operational trust will only exist where the warfighteigciplinesreside.

Secondly, there is areal danger new stovepipes would be created by limiting the Air

Force battle labs to six. The curent AFBL proposal is a mx of conceps of operations
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(Air Expedtionary Force aml Force Rojection), a subset of core competercies (Space
Warfare, Information Warfare, ard Batle Managenent), ard a speciic platform
(Unmamed Aerial Vehicles) The aganzaion ard integrated @emations of this
conglomeration are destined for problems The bottom line is there should be a single
command and control battle lab, with continually changing nodes.

The essece d Air Force @erations is certralized control and decetralized
execution. A single lab would ensure interoperability, integration, and unty of effort.
That does not mean it would be closely controlling the other nodes. Instead, it would
allow the nodes to interoperate among themselves, ad in facilit ating cooperation, and be
the final operations check pror to fielding. The Lettle lab network would not be a
location but a focus. When a technology or concept is new, the focus nay be on a
laboratory or indudry node As the experiment develops and maures it may shift to a
product certer, move to anexercise,or go directy to a feld integration site. There sfould

be hundreds of these cooperative experiments ongoing at once.

Operations

Misson. To give same structure ard oversight into the pioocess,the C2 A-BL
divisions should be broken into their correspanding joint courterpart, i.e., precsion
engagement, focused logistics, dominant maneuver, and full dimensional protection. The
Air Force cae competercies anal missons ae eady rolled into these. This grouping
would facilit ate cooperation between the services and provide a more joint perspective for
operations and for justifying funding of Air Force programs.

Organization. While eachnode wauld deermine its own structure, orgarizations

should be flat to ersure a fee fow of ideas. Bright young talent should be rotated

27



through to bring in fresh ideas,yet maintain cumrency within their area of expettise.
Finaly, the ttam needs ample topcover, preferaldy reporting drecty to the locaton’s
commander.

Asfor the C2 AFBL, it too needstopcover and empowerment. To maximize visibilit y
ard minimize costraints, the AFBL should report directy to the Air Force \ice chief of
staff. ~ While interviewees dil mnot spedicaly recanmend the vice chief, this
recanmendaion represems a compromise which addesses heir concems. The
asseiation would allow the AFBL to reachacioss najor commands, connecting it to the
joint/CINC world through the JROC. The vice chief would bendfit by having beter
insight into Air Force echmology and doctrine developmert ard would have a nears to
evaluate JROC poposals. Eachmonth the AFBL division chiefs would krief the vice chef
on their magjor projects. While the vice chef guides he strategic direcion, AF/XOC could
provide @emational oversight. They could ersure a costant flow of information
throughout the various disciplines resolve mgjor discreparcies betweennodes ard could
plan for, protect ard distribute battle kb funds. Due to their JTF/JFACC training
misson, the 505CCHs should be the tactcal lead. They should track ndividual
experiments and mdrics, facilit ate coordination between nodes through a battle lab nod€'s
board, operate the canmunicatons certer, ard be the nterface b the Jont Battle Cener
and related joint activities.

Infradructure. Organizations are often hesitant to take advantage of facilities such
as the Joint Interoperability Test Command or services provided by the Defense
Information Service Agercy becauseof their fee br sewice rature. Innovation will only

flourish if the bariers are removed. Individud nodes on the AFBL should na have to pay
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for common infrastucture. An Air Forcewide T1 (data flow rate) leadhg edgesewices
(LES) communications network must be provided for communications and smulations.
The network should be expardalle to the faster T3 dat flow rate when expelimentation
dictates. Eachnode ato needs acces® tcommon networks suchas te Secret Switched
Digital Network (SIPRNET), the Nan-Secret Switched Dgital Network (NIPRNET), ard
the Joint Worldwide Intelligence Communications System (JWICS). The Air Force cannot
be a technology and operations leaderwithout high dat rate communicatons between
facilities. A network operations and scheduling center should be created immediately to
manage the communications of the AFBL. Finally, nodes should ke provided with a
modest amount of operations and mantenance funding. While they should be able to
realocate ard/or leverage their asses ard expettise, sane degee d addtional funding is

required for specialized equipment, staffing, facilities, and exploratory experimentation.

Process

The most difficult chalenge for the AFBL will be how to integrate into the current
system of requirements, deelopment, acqustion, test, suppat, training, ard operations.
Not only is the kettle lab portion of the pilocess ew, but acqusition ard doctrine are
experliercing arebirth. Meshng the piocesses fodewelopmert, applcaton, ard integration

is imperative.The elements in these processes are shown in figure 1.
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Asseassments

Suppot CAPABILITY
Training Integration TO THE
OT&E “Batle Lab” WARFIGHTER
Requirements ‘/ Doctrine
Acquigtion L
R&qD Devdopme Application| TTP
DT&E Organization

Figure 1. Capability Process

The spral acqusition process,combined wih loosenng regulations ard a poject
appoval board, appeas to be an effecive wayto rapidly idertify, fund, dewelop, ard
evaluate projects. It will become the core of the development process. As the new
doctrine center ands up, it will become the heart of the applications process. One of its
first tasks should be to determine how it would integrate with the acquisition and
integration groupsThe final process, integration, will be performed by the AFBL.

The AFBL would be fed exelriments from the other two proceses, while
recprocaing with evaluatons ard addiional ideas ad technologies. Incertives for the
AFBL nodeswould came from appioval ard funding of projects. The appioval flow
might operate as bllows: 1) a techology or conceptis idertified; 2) a teamof affected
node eyerts ae “virtually’” assernbled for aninitial evaluaion (paperor breadlmard); 3) a
proposal involving cost, paticipants, timeline, and merics is prepared; 4) the proposal is
sent to the appiopriate group for appoval (acqusition board, doctrine board, or vice

chief); 5) the experiment is conducted ard resuks sem to the appoval auhority; 6) the
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technology or conceptis incorporated nto ongoing programs, sen back to the AFBL for
final wring-out and test, or fielded immediately.

Because D theirr cumrent integration acivities ard camplimentary C2 assets and
missons, a test configuration atthe CUBEard 505CCHs should be initiated. Theseunits
should receve immediate funding and direction to begin the development of a formal
battle lab process. Metrics should be proposed and briefings to the vice chief initiated.
Dewelopmertal and operationa testers may play a keyrole in aiding the dewlopmert of
metrics that focus on the big picture of developing and ddivering capability. At the same
time, AFBL nodes acoss te Air Force slould be eseblished ard their connection to the
AFBL hub completed.

One of the first AFBL-wide expeiments must be the validation of requirements
aganst the C2 nfrastucture, as ecanmended ly Gen Frarklin. This not only is an
excelent vehicle o idertify strengths armd weakmss d cumrent doctrine ard systens
developmert but is also an excelent integration exercise br the AFBL. It should ako
force GCCScompliance ard the delopment of a gbbal C2 achitecture ard CONOFS.
While the first few yearly iterations of this “requirements experiment” might be miserable
failures, they would quckly build into a detailed plan which would be adapégble for the
DOD.

Finally, an aubnomous eamstould be formed b assess ahredefine ar ard space
operations ard determine how to put Global Engagemeninto the field. This teamshould
be urercunbered ly systens devlopment ard paiochia interests and be provided anple
aubnomy, enpowement, ard funding to draw recessar resaurces. Led by doctrine

innovators, the joint team of warfighters, developers, and indugry should report directly
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to the vice chef of staff. The lettle lab process wald have to be one of trial and eror,

but the bottom line is to stop speculating and start trying!

Conclusion

The Deparment of Defense is at a ciossioads rever before experierced. Geoalitical
upheaval, new missions, declning deense hudget ard rapidly charging techology are
offering new challenges and opportunities. Information has moved from a tantamount
paosition on the battlefield to a paramount one. The ability of a nation and its military to
adapt to technology and use and protect information will dictate its future on the global
stage.The C2 AFBL provides the ability to make that rapid adaptation.

A beattle lab breaks davn the seral development process ad creaesa parlel effort
where techology, doctrine, ard TTP are creaed n unson. By bringing together the
brightest pele from acioss the wafighter, dewloper, ard industy communities, the
sane synergistic efect that produced be Internet could be harnessed a rapidly creae
military capability. By its very nature, the Air Force's mission of Global Reach Global
Power makes it well suited to lead information supeiority for the Department of Defense.
An Air Force Caonmand ard Caontrol Battle Lab would assue information supetrority ard
US dominance on future battlefields.

Theworld is moving & fag the® daysthat the man to sysit can't be
done is generally interrupted by someone doing it.

—Elbert Hubbard
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ABIS
ACTD
ADM
AFBL
AOC
ATO

BRAC

C2
Ca3l
C4l
C4ISR

CAOC
CINC
CONOPS
COTS
CRDA
CUBE

DISA
DOD

FF

GBS
GOSG
GOTS

ISDN

JBS
JCS
JFACC
JITC
JROC
JWICS

Glossary

Advanced Battlespace Information System
Advanced Capability Technology Demonstration
Admiral

Air Force Battle Lab

Air Operations Center

Air Task Order

Base Realignment and Closure

Command and Control

Command, Control, Communications and Intelligence
Command, Control, Communications, Computers and Intelligence
Command, Control, Communications, Computers, Intelligence,
Surveillance, and Reconnaissance

Combined Air Operations Center

Commander In Chief

Concept of Operations

Commercial Off-The-Shelf

Cooperative Research and Development Agreement
Command and Control Unified Battlespace Environment

Defense Information Service Agency
Department of Defense

Fort Franklin

Global Broadcast System
General Officer SteeringrGup
Government Off-The-Shelf

Integrated Switched Digital Network

Joint Broadcast Service

Joint Chiefs of Staff

Joint Force Air Component Commander

Joint Interoperability Test Command

Joint Requirements Oversight Council

Joint Worldwide Intelligence Communications System
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JWID
LES
MAJCOM

NAF
NIPRNET

o&M
PMD
R&D

SAB
SIPRNET
SPO

TBMCS
TTP

VCJICS
wWOC

AF/XOC

Joint Warrior Interoperability Demonstration
Leading Edge Service
Major Commands

Numbered Air Force
Non-Secret Switched Digital Network

Operations and Maintenance
Program Management Directive
Research and Development

Scientific Advisory Board
Secret Switched Digital Network
Special Program Office

Theater Battle Management Core Systems
Tactics, Techniques, and Procedures

Vice Chairman, Joint Chiefs of Staff
Wing Operations Center

Directorate of Command and Control
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